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Introduction and Benefits

Configuring Moodle to use Microsoft Office SharePoint Server as its file system finally brings all the
advantages of a full featured document management system — including file versioning and file
recovery — to the Moodle community.

SharePoint Server provides Moodle users with a “safety net” for their Moodle files. For example,
when a Moodle instance uses SharePoint Server as a file system, any file saved to Moodle can be
accessed and restored—even if a teacher or an administrator accidentally deletes the file.
Depending on how Moodle and SharePoint Server instances are configured, SharePoint can also be
an alternative and possibly more convenient means for finding, accessing, and managing Moodle
files.

This simple reconfiguration of Moodle is completely transparent to Moodle users—their experience
creating, editing, and using Moodle files remains exactly the same. Exactly the same, that is, until
they need the additional services that SharePoint Server can provide, such as retrieving previous or
even deleted versions of Moodle files —eliminating the frustration of losing files permanently.

This document describes how to configure Moodle to use SharePoint Server as a file system.
Directory mapping is used to link Moodle to SharePoint Server via the WebDAV protocol, an
extension of HTTP that supports the management of documents on a remote server (such as
SharePoint). The following two figures illustrate the file system of a typical standalone Moodle
deployment, and the file system of a Moodle deployment integrated with a SharePoint server.

Figure 1. Traditional Moodle Deployment
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Figure 2. Using SharePoint Server as a File System for Moodle
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There are three basic steps to map a Moodle server to a SharePoint server:
1. Preparing the SharePoint server to accept Moodle files
2. Configuring Moodle to use the SharePoint server as a file system
3. Importing existing Moodle files to the SharePoint server

Both Moodle users and system administrators can enjoy the benefits of this upgrade by following
the process described in this white paper.

Before You Start

Key Assumptions
This document presumes the reader has the following level of IT experience, skills, and permissions:
¢ Administrative experience with Microsoft Office SharePoint Server
¢ Working familiarity with Moodle
© Ability to edit PHP scripts
e Ability to safely manage potentially large quantities of Moodle files
e Ability to modify the processes described here to fit your own specific requirements

¢ Administrative and process permissions (as detailed in the following section)

Required Permissions and Restarts
You need the following permissions to complete the procedures:
© Permission to create a SharePoint document library
¢ Permission to access the Moodle file system and modify several of the PHP files
¢ Permission to restart Moodle
¢ Admin permission for the Moodle web server
You will need to restart the following during the procedures:
¢ Moodle

¢ The Moodle Web server
PHP files are modified as part of the process described in this paper. In some cases,
especially when there is a PHP accelerator present, the Moodle web server may need to be
restarted.
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Moodle and SharePoint Versions Supported

Microsoft Education Labs tested the procedures described in this document, with Microsoft Office
SharePoint Server 2007 and the following Moodle configurations:

¢ Moodle v 1.9.7 running on Windows Server 2008
¢ Moodle v 1.9.7 running on Windows Server 2003
¢ Moodle v 1.9.7 running on Debian 5.0.4

& Moodle v 1.9.7 running on Ubuntu Server 9.04

¢ Moodle v 1.8.9 running on Windows Server 2008
¢ Moodle v 1.8.9 running on Windows Server 2003

These procedures require little or no modification to work with other versions or combinations of
Moodle and SharePoint Server, but Microsoft Education Labs has not tested specific combinations
other than shown in the preceding list.

Important The process outlined in this document—essentially replacing the file directory
on the Moodle server with a remote SharePoint server directory—is not valid for Moodle
2.0.

Moodle 2.0 hasn’t been released yet, but it will manage files in a significantly different manner from
previous versions of Moodle. Moodle 2.0 no longer reads and writes files directly to a native drive
that could be mapped to a SharePoint server as described in this document. Instead, Moodle 2.0
uses a new APl to manage files, thus adding an interface between Moodle proper and the host file
system. This API stores file meta information, such as file title and file directory, in the Moodle
database, and actual files stored in the file system are named with alphanumeric keys.

Step 1: Preparing SharePoint Server To Accept Moodle Files

Overview

Preparing the SharePoint server to accept files from a Moodle server is straightforward. Decide
where in SharePoint you want to store the Moodle files, then create a document library in that
location and configure it.

Each Moodle instance requires its own SharePoint document library. For the following example, we
create a new SharePoint site, and then within that site we create a new document library for a single
Moodle instance.

Creating a SharePoint Site and Document Library

1. Create a new SharePoint site.
a. Open SharePoint Central Administration.
b. Click the Application Management tab and then click Create or extend Web
application.
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C. Click Create a new Web application and then follow the prompts.
The SharePoint site is typically on port 80.

d. Create a Site Collection. For this example, the newly created site is:
http://MySharePointServer/ContosoUniversity/Site

2. Create a new SharePoint document library.

a. Open a browser and go to the newly created SharePoint site. For this example, the
site is: http://MySharePointServer/ContosoUniversity/Site

b. Create a new document library.
On the Site Actions menu, click Create, and then click New Document Library.

C. Enter the name and description for the new site.
For this example, we store the documents from an instance of Moodle called
Engineering in a SharePoint document library that we will also call Engineering.

d. KEY STEP: To enable versioning in the SharePoint document library, be sure to click
Yes in the Document Version History section.

Figure 3. Enable Versioning in SharePoint Document Library

MName:

Engineering

Descripkion:
=
=
. Display this document library on the Quick Launch?
% yes Mo

Create a version each time you edit a file in this docurment library?

* yes Mo

Document Templake:
Microsoft Office Word 97-2003 document =]
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Step 2: Configuring Moodle To Use SharePoint Server

Overview

Whether Moodle runs on Windows or Linux, you need to make two minor but important changes to
Moodle PHP files before Moodle can use SharePoint Server for its file system.

You also need to map a (Windows or Linux) drive to the remote SharePoint document library you
created to contain and manage Moodle documents. Instructions for both Windows and Linux are
provided in this document.

Additionally, in the case of a Linux installation, some work is necessary to prepare for the use of the
WebDAV file management protocol, which enables communication between Moodle and SharePoint
Server.

Changes to Moodle PHP Files

There are two changes to make to Moodle PHP files. First, it’s important to prevent Moodle from
creating an administrative file called .htaccess that is not a valid SharePoint file. This file prevents
unauthorized access to the Moodle dataroot folder. Because we will use SharePoint Server to store
files, we will also use SharePoint’s authentication system, and thus can safely prevent the .htaccess
file from being created.

Second, we need to add our own file upload function. This function supports versioning by
preventing Moodle from simply overwriting old files when it uploads files to SharePoint.

Important If a PHP accelerator is present, it may be necessary to either temporarily turn off
the PHP accelerator, or force a purge of the accelerator’s cache, for the changes you make
to take effect. Procedures for temporarily disabling a PHP accelerator and for cache purging
vary by accelerator.

Prevent Moodle from creating an .htaccess file
1. Open the Moodle file setuplib.php from within server/moodie/lib.

2. Search for .htaccess, then comment out the following code:

if (file_exists($currdir.'/.htaccess")) {
if ($handle = fopen($currdir.'/.htaccess', 'w')) { // For

safety
@fwrite($handle, "deny from all \ r\ nAllowOverride
None\ r\ n");
@fclose($handle);
}
}

Note An alternative to editing the setuplib.php file is to create a SharePoint event handler
that intercepts the file create event and handles it appropriately.
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Implementing a new File Upload function

A typical Moodle implementation overwrites files each time they are saved. Simply directing Moodle

to save files to a SharePoint document library won’t save revision history and prevent the files from

being overwritten.

To save revision history when Moodle saves a file to a SharePoint document library, you need to

open the existing file from SharePoint, write the updated content to this file, and then save the file.

You can make this process automatic by replacing Moodle’s move_uploaded_file PHP function, a
system call, with the customized PHP function move_uploaded_file_webdav.

1.

In the file lib/uploadlib.php replace the Moodle move_uploaded_file function call, located (at
line 233 in Moodle v. 1.9.8), with a call to the new move_uploaded_file_webdav function.

if (move_uploaded_file_webdav($this - >files[$i]['tmp_name']

Create the new PHP function move_uploaded_file_webdav in uploadlib.php.
This new function can be added anywhere within the scope of the file.

/**

* To pre serve revision history in ShareP oint when uploading a
file, the original move_uploaded_file function has to be replaced with
this one.

*

* @param $src

* @p aram $destination
* @return boolean

*/
function move_uploaded_file_webdav($src, $destination)
{
$contents="";
if (is_uploaded_file($src)){
$contents = file_get_contents($src);
if (file_exists($destination)){
if(lis_writable($destination)){
return false;
}
}
if('file_put_contents($destination, $contents)){
return false;
telse{
return true;
}
}
return false;
}

Using Microsoft Office SharePoint Server as the File System for Moodle | White Paper
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Mapping a Drive to SharePoint Server

The next step is to map a drive on the Moodle computer to the SharePoint document library. This

document library is where all the Moodle files will be stored and managed going forward.

Note The credentials used to map the Moodle drive to SharePoint Server will be used by
SharePoint each time a Moodle file is saved to SharePoint Server, regardless of the identity
of the Moodle user who saves a file. In other words, if Administrator maps the SharePoint

Server drive, Administrator will appear to be the editor of all Moodle files stored in

SharePoint Server.

Mapping a Windows Drive on a Moodle Computer to SharePoint Server

The following steps require the WebClient service to be running. For convenience, we recommend
you set this service to start automatically after each reboot.

You can use the NET USE command line method or follow the Windows Ul to map the drive letter.

For this example, we map the drive letter X on the Moodle server to the following document library
on the SharePoint server: \\MySharePointServer\ContosoUniversity\Site.

Map a Drive by Using the Command Line

At a command prompt, type the following command:

net use x: "

http://MySharePointServer /ContosoUniversity

/U ser:UserName Password / Persistent:yes

Map a Drive by Using the Windows Ul

In Windows Explorer, on the Tools menu, click Map Network Drive, and then follow the prompts.

Figure 4. Use Windows Explorer to Map Network Drive

QQ |/% » Computer »
file Edit View JHOOEY Help
» = Map Network Drive...
Disconnect Network Drive...

i Open Sync Center...
ﬂ Documents

—

E Pictures Felder Options...
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Figure 5. Specify Drive Letter and SharePoint Document Library Folder

% Map Network Drive E3

-"H_\-H'.
\ ) 99 MapNetwork Drive

¥hat network folder would you like to map?

Speaify the dive letter for the connection and the folder that you want to connect to:

Dve: | k4 ﬂ
Falder: | v My SharePointServer, Contosollniversity’, Sitel j Brawse... |

Example; Viservershare

¥ Reconnect at logon

[ Connect using different gredentials

Connect to a Web site that vou can use to store vour documents and pictures,

I Finizh | Cancel

Edit the Moodle config.php File

After you map the drive, you need to edit the Moodle config.php file so Moodle connects with the
mapped drive to read and write Moodle files from the SharePoint document library.

1. Open the config.php file.
This file located in the root of the Moodle instance.

2. Update the value SCFG->dataroot.
In our example, we mapped the X drive to the SharePoint document library called
Engineering. All files for the Moodle instance Engineering will be stored there and our
SCFG->dataroot line would be:

$CFG >dataroot = 6 XEngineeringo;

3. Restart Moodle.
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Mapping a Linux Drive on a Moodle Computer to SharePoint Server

There are several steps necessary to enable mapping from the Moodle file system on a Linux
computer to a SharePoint document library. The following procedure includes updating various
authentications, enabling Linux to use the WebDAYV protocol to communicate with SharePoint
Server, telling Moodle exactly where to look on SharePoint to find its files, and preventing Moodle
from creating an administrative file that is not valid in SharePoint Server

1. Enable basic authentication in SharePoint Server.
a. Open SharePoint Central Administration.

b. On the Application Management page, under Application Security, click
Authentication providers.

Figure 6. Open Authentication Providers

Application Security

o Security For Web Part pages
o Self-service site management
B |lser permissions For Web application

o Policy for Wweb application

8 #uthenkication providers

c. Change Web application to your SharePoint document library. In our example, this
is: http://MySharePointServer/ContosoUniversity/Site

d. Inthe Edit Authentication section, click Basic authentication.

Figure 7. Enable Basic Authentication

¥ Integrated Windows authentication

- Meqaotiate (Kerberos)
oy

I Basic authentication {passwaord is sent in clear texti )

2. Install davfs2 to your Linux distribution.
In some distributions, this can be performed with a single command; in other distributions,
compiling is required.

3. Add aline to /etc/fstab.
Using our example SharePoint site, and a sample UID for John:

http://MyServer/MyUniversity /home/john/mnt davfs
rw,user,uid  =john,gid=users,dir_mode=775,file_mode=775,auto, netdev 0 0

Using Microsoft Office SharePoint Server as the File System for Moodle | White Paper Page 11
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4. Run an appropriate version of the following command in the shell:

sudo mount /home/john/mnt

Note You should be able to access /home/john/mnt now. Create a file in Moodle and see if
it is added to the SharePoint document library. If you can’t write the file, try checking your
permissions with “Is —I” command.

5. Edit the SCFG->dataroot property in the Moodle config.php file (in the root folder of your
Moodle instance) to instruct Moodle to use the mapped SharePoint document library. For
example:

$CFG>dat aroot = 6/ home/john/ mntd;

6. Restart the Moodle Web server with the following line:

$CFG>dat aroot = 06/ home/john/ mntd;

7. Make sure all Moodle users have appropriate read/write permissions to the davfs folder or
Moodle will not be able to read and write files to the SharePoint document libary. For
example, you can add the following directives to httpd.conf (presuming an Apache server):

User john
Group users

Step 3: Importing Existing Moodle Files Into Sharepoint

Overview

Unless you are working with a brand new Moodle instance that has no files, the final step is to copy
the existing Moodle files to the SharePoint document library you created.

Before the Moodle files are copied to SharePoint Server, a Moodle user would not see any files on
Moodle because Moodle is now looking for files in a new, empty SharePoint document library.
However, any new document saved by Moodle at this point would automatically appear in your
SharePoint document library and behave, from Moodle’s perspective, like a normal Moodle file.

Copying Moodle Files to SharePoint Server

If Moodle is running on Windows, you can copy the Moodle files to SharePoint Server by typing the
following command at a command prompt:

xcopy [/S/E [/Cc: \path \to\src \folder d: \ path \ to \ dest \ folder

Note Use of the /C switch with xcopy, as shown in the command, ignores the error
triggered by copying the .htaccess file to the SharePoint document library.

Using Microsoft Office SharePoint Server as the File System for Moodle | White Paper Page 12
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If Moodle is running on Linux, you can copy the Moodle files to SharePoint Server by using the
following command:

cp - r/path/to/src/folder/* /path/to/dest/folder/

Important Usage Notes and Tips

Congratulations. Your Moodle instance now uses SharePoint Server to store its documents. By
enabling Moodle to use SharePoint Server for file management, you gain all the benefits, such as file
versioning and file recovery, provided by a robust document management system.

Perhaps best of all, you offer your Moodle users these benefits while providing a seamless user
experience. Your Moodle users can continue to use Moodle as they always have, but can enjoy the
benefits of their Moodle files being stored in SharePoint. In practice, this means of course that they
may not even be aware of the benefits — until they need to recover a file!

Figure 8. Moodle Using SharePoint Server to Store Files
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Working With Multiple Moodle Instances

Remember, each Moodle instance requires its own SharePoint document library. In our example, we
had a Moodle instance for an Engineering department and thus created a SharePoint document
library called Engineering in the SharePoint site. For example, if you have another Moodle instance
called English, you could create an English document library in SharePoint and then update the
config.php settings for the English Moodle instance to use the new SharePoint document library.
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Directory Names vs. Moodle (Course) Directory Numbers

Moodle manages files by assigning every course a unique course number. Moodle uses the course
number to name the folder that stores files for that particular course. For example, files for English
101 are not stored in a folder called English 101, but might be stored in a folder called 17, which is
the course number.

Therefore, if you search your SharePoint file system for a particular Moodle course folder, you need
to know the course number that Moodle assigned it. Otherwise, you could end up searching through
a very long list of numbered directories.

Fortunately, there is a very easy way to determine the course number assigned to a Moodle course;
when using Moodle, the Web address (URL) shown in your browser includes the course number of
the Moodle course that you are viewing.

Permissions

This document presumes that a SharePoint administrator manages access to the Moodle files from
SharePoint Server. In other words, if a Moodle user needs to retrieve an older version of a file—a
frantic call from a teacher who says, “Can you help me? | just overwrote my Chemistry 101 exam!” —
a SharePoint administrator would provide such assistance to the Moodle user.

Naturally, this level of high-touch service may not be appropriate for all Moodle — SharePoint
installations. In appropriate cases, Moodle users could be granted permission to access the
SharePoint document library directly.

Troubleshooting

If Moodle does not recognize the SharePoint drive after you map the drive, this could be due to the
PHP accelerator not recognizing your changes. Try turning off the PHP accelerator and/or purging
the accelerator’s cache. Procedures for temporarily disabling a PHP accelerator and for cache
purging vary by accelerator.

This document is provided “as-is”. Information and views expressed in this document, including URL and other
Internet Web site references, may change without notice. You bear the risk of using it.

Some examples depicted herein are provided for illustration only and are fictitious. No real association or
connection is intended or should be inferred.

This document does not provide you with any legal rights to any intellectual property in any Microsoft product.
You may copy and use this document for your internal, reference purposes. You may modify this document for
your internal, reference purposes.

© 2010 Microsoft. All rights reserved.
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